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E-Safety Policy - Remote Learning for Future

Lockdowns.

This document has been written as an appendix to the existing safeguarding and E-
safety policies based on the most recent government guidelines available on
31/08/2020 for Remote Learning and E-Safety during school closures or local
lockdowns. The reviewing of this policy will be on-going as and when the
government guidelines change.

At Our Lady Star of the Sea Primary Catholic Primary School, we recognise that we
are currently experiencing unprecedented times in the continued response to the
Covid-19 crisis.

As a school we recognise that during these times children’s schooling may need to
return to remote learning during local lockdowns or periods of self-isolation for
‘bubbles’. We also note that this means during these times, children may be
spending a lot more time online to access remote learning. We therefore recognise
that now, more than ever, it is extremely important that we ensure a safe online
learning environment and that our staff, children and their parents/carers are aware
of current guidelines and available support for E-Safety concerns.

Remote Learning Precautions:
Safeguarding Leads will:

e Ensure all websites given to children are secure and follow school monitoring
programs

e Ensure all staff are monitoring children’s use of games/websites/remote
learning sites provided

e Monitor and act upon any online safety concerns reported by staff

e Ensure all apps/websites/logins are GDPR compliant and age appropriate

e Offer advice to parents if contacted regarding online safety via
p3501.admin@durhamlearning.net

e Referrals to social care and or police if needed regarding an E-Safety
concern.



mailto:p3501.admin@durhamlearning.net

Teachers will:

Ensure all websites given to children are secure and follow school monitoring
programs

Continue to follow schools E-Safety guidelines and procedures and monitor
children’s usage

Continue to follow safeguarding policies in reference to concerns about a child
and report these appropriately to a safeguarding lead.

Continue to look for signs that a child may be at risk online during remote
learning.

During any contact with parents/carers reinforce and model guidelines on
keeping children safe online and appropriate internet usage.

Continue to educate children on appropriate and safe internet use, modelling
good practise of online communication peer to peer and teacher to pupils.

E-Safety Policy - Remote Learning for Future Lockdowns.
Apps/Websites for Remote Learning

As a school we have asked the children and their families to use the following
website for interactive remote learning using their log in details provided.

>

YV VYV VYV

>

Office 365-Teams

Lexia

Times Tables RockStars
Numbots

Fiction Express
Spag.com

EdShed

We have also given a further list of recommended websites in home learning packs
for example BBC bitesize, Phonics Play and many more which do not require the
children to have personal login details during these times.

Prior to assigning these websites and tasks all staff have ensured they are:

>

Y V V

GDPR compliant

Age appropriate and accessible

Fit within school monitoring systems e.g Smoothwall

At Our Lady Star of the Sea Primary we are using Office 365 and Teams as a
means of communicating with parents/carers and children.



Leaders have:

v' nEnsured Office 365 and Teams is GDPR Compliant
v' 0Set up using a strong password

v' 0Ensured this is a link to parents, and children should not access this on any

personal account or login.

When using Office 365 and Teams staff will:

+ Only access Office 365 and Teams for communication on a school device

(laptop or iPad).
+ Follow school’s acceptable usage policy when using Office 365/Teams.

+ Continue to follow schools E-Safety guidelines and procedures and monitor

children’s usage

+ Continue to follow safeguarding policy procedures in reference to concerns

about a child and report these appropriately to a safeguarding lead.

As a school we have set up Office 365 —Teams for all children to allow virtual
teaching where appropriate and remote learning.

Office 365 Teams will be used for:

» Virtual whole class lessons/small group meetings.
» Use teaching tools to support learning such as assignments, interactive,
messages, announcements and whiteboards etc.

Leaders have:

e Ensured Office 365 Microsoft Teams is GDPR Compliant

e Set up Microsoft Teams using a strong password

e (Gained parental consent for each child using Microsoft Teams
e Authorised this policy and its expectations.

e Ensured this is a link to parents, and children should not access this on any

personal account or login.



When using Office 365 Teams staff will:

>

Only access Microsoft Teams for communication on a school device (laptop
or iPad).

Follow school’s acceptable usage policy when using Microsoft Teams
Microsoft Teams live lessons must only take place during school contact
hours (8.30-4pm).

Continue to follow schools E-Safety guidelines and procedures and monitor
children’s usage

Continue to follow safeguarding policy procedures in reference to concerns
about a child and report these appropriately to a safeguarding lead.

Monitor children’s usage and ensure children only access Microsoft Teams
services such as messaging and video calls when requested to do so for
educational purposes.

Ensure children’s parents/carers are aware in advance and at the present
time that a live virtual lesson or meeting is taking place to ensure appropriate
use.

Avoid 1-1 meetings to safeguard children and teachers (if needed consult
EHT first for approval).

Ensure live lessons are taught and accessed from a natural place/background
in the home—no bedrooms for children or staff.

Ensure live lessons or video calls are secure and not open to public.

At Our Lady Star of the Sea Primary when a child is using Microsoft Teams we
expect parents to:

>
>

>

Educate children on appropriate use of the site.

Monitor children’s use ensuring it fits with this policy and acceptable internet
use.

Ensure children are not accessing services on Teams such as messages or
live video calls or lessons by themselves.

Support children in effective and appropriate use of this site for education
purposes.



E-Safety Policy.

Reporting and Advice.

At Our Lady Star of the Sea Primary Catholic Primary School we advise the following
websites, based on Government guidelines (31/08/2020) for reporting concerns and
advice. The following will be shared with parents/carers.

Reporting routes for children during school closures (age appropriate):

>
>

>

CEOP-https://www.ceop.police.uk/safety-centre/

Child Line

https://www.childline.org.uk/?utm_source=google&utm medium=cpc&utm_campaign=UK G
O_S B _BND_Grant_Childline_Information&utm_term=role_of childline&gclsrc=aw.ds&&gclid
=EAlalQobChMIIfLRh-ez6 AIVRrDICh1N9QR2EAAYASAAEgLc-vD_BwE&gclsrc=aw.ds

UK Safer Internet Centre https://reportharmfulcontent.com/

Reporting routes and advice for parents/carers:

>
>

YV YV VYV

A\

CEOP-https://www.ceop.police.uk/safety-centre/

Internet Matters

https://www.internetmatters.org/?gclid=EAlalQobChMIktuASLWK2wIVRYXVCh2afg2aEAAYA
SAAEqlJ5vD BwE

London Grid for Learning https://www.lgfl.net/online-safety/default.aspx
Net Aware https://www.net-aware.org.uk/

Think-u-know https://www.thinkuknow.co.uk/

Parent info https://parentinfo.org/

UK Safer Internet Centre https://www.saferinternet.org.uk/advice-centre/parents-and-
carers

NSPCC Parent Advice: https://www.nspcc.org.uk/keeping-children-safe/online-safety/

Alternatively, you can contact the school or your child’s class teacher directly, with
any concerns regarding online safety and reporting an issue.
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E-Safety Policy.
Acceptable Use Teachers

Office 365 & Teams:

Please make sure you have read and understood the information and guidance in
this policy, as well as the poster below from National Online Safety.

Staff must not record live lessons at any time. National Online Safety Guide;

https://nationalonlinesafety.com/quides/10-top-tips-remote-learning-for-teachers

ational
NC’ Onllne
Safety”
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10 TOP TIPS

REMOTE LEARNING FORTEACHERS

Remote learning can be a great way to continue learning outside the dassreom, particularly in difficult circumstances.
For school staff and teachers, there is a lot to consider and planning is key te ensuring a smooth transition from
classroom to home. That's why we've created these top tips to help school staff ensure they deliver the most secure and
safest remote leaming experience they can, both for themselves and their students.
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https://nationalonlinesafety.com/guides/10-top-tips-remote-learning-for-teachers

National Online Safety: Teams Tips

At National Onli

Safety we believe in empowering parents, carers and t

ed adults with the information they need to hold an informed convers.

t online safety with the , should they

foel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults

Microsoft Teams, or simply “Teams; Is a platform that allows for collaborati
or as professionals, us!

DISCLOSING PERSONAL DETAILS

Like any messaging service or soclal
network, children can be targeted by
others to share their private or
personal information ranging from
their phona numbet, birthday and
home address to thelr sooal media
accounts o even their personal login
detalls and passwords, Oversharing
thelr private iInformation can lead 1o
any manner of risks including online
fraud, bullying or even grooming
activity.

HACKING RISK &%

Toams, like any software application, may
beé a target for hackers to llicit personal
data, A‘man-in-the-middle attack’ could
occut, whereby the attacker reroutes
communication between two users
through the attacker's computer without
the knowledge of the other users, This
means that onfine communications could
possibly be intercepted and be read or
listened to, exposing both parties to the
posalbility of identity fraud or other
criminal behaviour.

i

BLOCK USERS

If your child Is receiving inap riate
messagas or finds themselves being
harassed or abused on Teams, they
can block the ntacts from the
privacy control in the settings menu,

add an extra layer of protect

can also block contacts whom

e thelr |

communicating with ¢

UPDATE COMPUTER SECURITY

ure you perform regular
5 se patches
often Improve security flaws and minimise your
vulnerability yberattacks. Having your own
rity or anti-malware software is
another level of defence in minimisin
chances of an attack from vir malware and
other harmful programs. Ensure this Is updated
everyday so that it Is able to protect you against
the very lntest threats

It .vr\p(vrhnl to e

Meet our expert

Emma Davis is a cyber security expert and
former |CT teacher. She delivers cyber
awareness training to organisations nationally
and has extensive knowledge and experience
of managing how children access services and
apps online.

workin

either as students

communication capabilities through audio, video and instant messaging. The
software is available both online through a web browser and to download from microsoft.com. Users can
have 1:1 online meetings or set up live events to host up to 10,000 people. Groups can be set up to
include only relevant users and almost all file-types can be uploaded and shared, from PDFs and Word
documents to audio and video files.

What parents need to know about

MICROSOFT

CYBERBULLYING

Tha risk of cyberbullying can be
increased online when using chat
Incifities. Microsoft Teams provides
the ability for usets 1o chat to each
other via its instant messaging
service, both as part of a group or
privately, Children could find
themselves the target of negative
o hurtful commants directed from
other users who might ind It easler
to sy things they maybe
otherwise wouldn't in person.

VIRUS INFECTION

Viruses and other harmful
programs are among the risks of
using online platforms ke
Microsoft Teams. Wherever you
can shate fifes or links, there isa
risk that the content could be
malicious. This could lead to
low computer performance,
deletion of data, the theft of
private or personal Information
and even hackers taking control
of your PC

PROTECT PERSONAL INFO

1t's a good idea to talk to your child
about the importance of keeping their
personal information private an:
secure. Children should only give o
the minimum Information they need to
when creating an account and
understand that if other pe equest

»nal detalls from them, they

iding it and report
3 adult

working and communicating online
n help them to be move digitally

resilient. Perhaps outline a set of

agreed do's and don'ts and try to

ensure young people knc

do if they are made

uncom able or experience any

negative behaviour or activity.

TEAM

INAPPROPRIATE CHAT

The chance to have private conversations
in Teams can also mean that childeen feel
as though they can share messages and
communication between sach othor that
are hidden away from others. Whilst
childeen are most likely to use Teams in a
school setting. the ability to chat

rivately may provide an opportunity to

less formal which could lead to

sharing Insppropriate messages, files or
content which is unsuitable in a schoal
environment

LIVE STREAMING RISKS

Micrasoft Teams, like other
video-conferencing software platforms,
fadllitates live streaming. That means It
Inevitably carries some of the associated
risks. These are likely to be minimal within
a controlled environment (for instance in
a classroom setting / remote learning)
However, live streaming means that
content isn't always moderated and
children may Inadvertently view or hear
inappropriate, unsultable ot offensive
material that they otherwise wouldnt

call or five 5
blur the back
an e

king ‘Background effects
jolning a meeting after which you'll have
the option 1o blur your background,
replace your background with one of the
images provided or upload and use an
image of your owr

AVOID VIDEO/AUDIO

lways a good Ides to turn off your
aring live group calls when not in
use. This can easlly be done by muting the
mic and will avoid others hearing anything
personal In the backg home or at
school. Similarly, If po:
to avold usin
call to help guard against any privacy
concerns and limit the risks of viewing
te or unsettling

alo

lineSa
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Instagram nationalonlinesafety
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Dear Parents/Carers,

As a school we recognise the importance of continued education and support for
children during the current lock down. Therefore, as a school, and in line with
Department for Education guidance, we have set up Office 365 for all students. This
will allow access to Microsoft Teams. As a school, we are keen to have all children
taking part in the live lessons on Teams. Teams is now also being used for sharing
Word, feedback and announcements. We have also set up Teams to allow direct
messages to the teacher. This is to support the communication with parents whilst
the children are learning at home. However, we must highlight that this part of
Teams is only for parents, children must not use the messaging service to
communicate with the teacher or anyone else.

Your child will be given their own username and password. Please ensure your child
uses this site safely and in line with the school policy attached to this letter. Please
take some time to read the information about the new set up, and your child’s safety
and learning on it, and our expectations of acceptable use as a school detailed in
this policy. If you have any questions, please ask your child’s class teacher. Make
sure you keep the email address and password safe as this will be needed to access
the site each time.

We also recognise that this means during these times, children may be spending a
lot more time online to access remote learning. We therefore recognise that now,
more than ever, it is extremely important that we ensure a safe online learning
environment and that our staff, children and their parents/carers are aware of current
guidelines and available support for E-Safety concerns. General E-safety tips can be
found on our school website and we encourage you to monitor your child’s screen
time and usage and to share any concerns with their class teacher.

We really appreciate the support provided from yourselves and the children during
the previous remote learning period and we hope you will continue to work with us to
keep all of our children learning during these times.

Thank you



E-Safety Policy.

Acceptable Use Children/Parents

Parents

» Make sure you supervise your child at all times whilst they are working
remotely, on a live lesson or accessing online resources.

» When on a live lesson, make sure children are in a communal room in your
house, appropriately dressed.

» Children must not access Teams without the teacher present, this means they
must not use it as a chat-based site between friends. They should only attend
Teams when a meeting has been scheduled by the teacher.

» Monitor children’s screen time and usage and report any concerns to your
child’s teacher.

> Live lessons should not be recorded at any time.

Children.

» Treat remote learning as you would classroom learning, make sure you take
regular breaks, particularly from your screen.

» Make sure you are looking smart and focused for a lesson, and make sure
your grown-ups are helping you to access Teams.

» Only access and work on websites/games/online tasks that your teacher has
asked you to do.

» Do not share any passwords or personal information online.

» If you are worried about something online, tell your grown-ups!

Remember Teams is for learning, not talking to friends!
You MUST NOT access the ‘messaging’ service on Teams.

Children should only access Teams for a live lesson when the teacher is present or
to retrieve an assignment.



National Online Safety Guide;

10 TOP TIPS

REMOTE LEARNING FOR CHILDREN

Remote learning can be a great way to continue leaming outside the dassroom, particularly in difficult circumstances.
For students, it's the perfect way to ensure they still get the education they need, despite not being at school. However it
also requires a level of discipline and careful planning. That's why we've created this guide to help pupils understand
different aspects of remote learning and to support them in ensuring their experience is as safe and secure as it can be.
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REMOTE EDUCATION
10 TOP TIPS FOR PARENTS

Remote education ensures continuous learning outside the classroom. For parents and carers, remote education ksn't

always straightforward and there can be a number of factors they need to consider, especially around ensuring their

children feel comfortable and are familiar with the whole concept. That's why we've created this guide to help parents
and carers support thelr child in getting the most out of thelr remote educatbon experience.
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At Our Lady Star of the Sea Primary Catholic Primary School we advise the following
websites, based on Government guidelines (31/08/2020) for reporting concerns and
advice. The following will be shared with parents/carers.

Reporting routes for children during school closures (age appropriate):
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CEOP-https://www.ceop.police.uk/safety-centre/
Child Line

https://www.childline.org.uk/?utm _source=google&utm medium=cpc&utm campaign=UK G
O_S B BND Grant Childline Information&utm term=role of childline&gclsrc=aw.ds&&gclid
=EAlalQobChMIIfLRh-ez6AIVRrDtCh1N9QR2EAAYASAAEgLc-vD BwE&gclsrc=aw.ds

UK Safer Internet Centre https://reportharmfulcontent.com/

Reporting routes and advice for parents/carers:
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CEOP-https://www.ceop.police.uk/safety-centre/

Internet Matters
https://www.internetmatters.org/?gclid=EAlalQobChMIktuASLWK2wIVRYXVCh2afg2aEAAYA
SAAEqglJ5vD BwE

London Grid for Learning https://www.lgfl.net/online-safety/default.aspx
Net Aware https://www.net-aware.org.uk/

Think-u-know https://www.thinkuknow.co.uk/

Parent info https://parentinfo.org/

UK Safer Internet Centre https://www.saferinternet.org.uk/advice-centre/parents-and-
carers

NSPCC Parent Advice: https://www.nspcc.org.uk/keeping-children-safe/online-safety/

Alternatively, you can contact the school or you child’s class teacher directly, with
any concerns regarding online safety and reporting an issue.
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